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Tn.^iT.fT. 529 (31).—MRcT %TT5m, (3RTT*rTC°T) % WT II, 735 3, (i) 3 

27 2003 % 'U. ^TT.^T.R 181 ($0 % WTfW STfaTJ^RT % 

3?Nm yfM^rqT ^ ^rcnsft* ift cfnft % 3 *rrct crnft % 

^rrfwrq % tft 'iifna f^n mhi % i Pi^feiHsm hIsh^i % «it< Tft-ipi ^rt ^ufp^r 

3PTO* ^ % 31^71 *TKt fer : 


(i) f^mcT UIHif^lchdI gSt vffa 

(ii) eJTcT eft fcfr cpt 3TcR^ tel vJfRT Pldl-d 3(P|c||tf $ 

II. *i4«ift<b cmr u*iwPi<b fete sNf £ ferte i^Rurt sra fate cmftt % 

d«l*il§c) eft 3 |c|^>«g f^J vjfT^ eft 3nq?<jcr>ai ?t # I dq* 1 l$cl eft 3 UR^ fiftj '4J'} 
W 3 fetf^e: UlcItlM TpFTT {Mfaeft 2000 <ft £TRT 67 3 m t ^ 3 

3Rcftef umftmt % W 4 t I 5^ 3lfclRcK1, £IRT 69 ^ UHI^H eft tef 

P ) hRiR<ki Tm grft^rft ^ f^ft cb^ev ^ ^rt sureir *ft 

tsktt ^5t #: 

(i) WcT ■qft g^frfT 3mclT cF>T f%cT 
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(ii) to ft] 

(iii) ffttot ft? ro?r ftftj 

(iv) 'Hl4vHPl4) roTRIT 

(v) fftft] tor 3FRTI ft] roft ft? to? tofto to - ft- tore i 

III. to fft tot ft WRH W ft ^ tot ft? to tfteftfftcft 

arfftftore 2000 ft to fftfto wh reft t I roR % aretofo^T ftt Iftataui arai 

ftfRto % AW ft to RTcTT ft I to ^pft cTT^ 3MeJT aiftofftft T?Tcto tr toft ^R <PT 

ffttor cfrtt t ft ftft artotorre ft) fftft ft «tt roft t i ftfftre, to torto srt tot 
^ ft]del i tore 3r?fttoT to torero ftem fo) roro ftft ft arfcrfto, ftr-rere ft] remfftft, 
fftsrorere 3rro fto ft] rotor ft] rearer tor ^nrer t, %8iT; toto, toT rero ariroftc; xjft 
arm ftftt mrefM eft ejrorr fto riot t, rere totof eft anroft ft are^ torr rt roreT t 
tofft ft cro rortor % ftfttore? ato?R re?r to to reR roft # i to ftronto ft) 3ro^ 
to ft rorftr ft) “fro w ftgto roto to rt roro t re fft ftretore i 

IV. rerer totore tor eft rotoft, ft) rere? rw ft? arreftre to are) ft, ft) rore ftft 
to fttoto eft “fofare fftto ft? fftto gicitinT ft? aireftre to oroi* rero fftftro ro rom 
fttore? toftft tore toto) snfftj?R ft] ftro reto to reroR eft protore? toftft ft? 

3{el4e1 3TO^ foil! vTRT 3TTcRro ft >Hef>e1l % I 


V. fftftro, to?re eft fttoto eft are?^ to "to eft ffttoft to roft eft ftorre torn 

ftft to arjreR ftft : 

1. x!MM 9 ! ft] arfftfTO ft? to 2 ft fttoto PlHfoRgq fttolft fftftTO, ft] 

ftoreft sregre ro roft t: 

(i) ‘ tore, re*ftre ft^rr tore torerem (vrewtoft 

(ii) tore, ^ ftSieTO, rofeT *K<i>R 

(iii) fftto tof fftror ft fftto tore afro ^ror ftftfftft fftrror ^eR ^r^vr ftftef ft 

'T ft I 

(iv) yto? ro?g cRtt roi tmi ft? ft^Tera ft? Trto 

(v) ft?ftk toror ^ (ftfftarft). rogron (toft), to Trto ft? roPftro 

eTSJT 3R3I ftft roieft I 

(vi) to roto eT8jT ^irffter to ft? to ^ftt toftfftft] fftror ft? tore srsrer wga 
torer ^r ft?^ rore?r? ft tore ft eprr ft I - 

(vii) roto H i Hei i R ] efi 'R toftr 3r$rer 3Teto5ro ator airo 3Ej^to to] arro 
apjgto ^rromfer tom arro fttor atom ft arasr I 

(viii) romrem ft? fftto I 

(ix) *rct>r ro?r fftftfto to I 

2. ffteRTOT ft fftnfofoei torer ftft : 

(i) [tomato cR ro eisn rorr, ttoto ft., too ft. crtt 1-ftcT 
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(ii) de-eitHRTft xtRRF^ rt rtf 

(iii) v5fr ?Pl<H c^SRTT^ Rt RFM £ ?FT Ft/vRcfai R?T ?FT ft X^HRT RF ctR M, 

FTFcT Ft I 

(IV) Rt 3FER>3t R?^t % RR*F I RF PlHfeiRdd 4 ft Rtf «ft 

cf>Kuj Ft >Mcr>cii1?: 

FTef 3T9cttcTcTT ?rffcT SRcftcraT aft? f&H'lc«fR ftcRT eft RFM ^ % 3lfclR<W, ift-Rcf 

^t rftPtot, f^mciK arRn <£?rft ^t hhsiPi ^t tort ^ tot RRftnff, vgan, 
vl l ffrte , ft?TT cTR ariRRRTR Rt TORT Rett RR 3FR to 'HIHM I 

(v) Rtf 3RJ RT?R f^fft f^lRIRTRcTt RT?T ?W tto RTTpTT I 

(vi) vJeeitlRI'ft eJ«l?1IFC gT?l yfci^>ci ?>tF ^ U'HlPlel Ft^ Rett Rddl 3RJRT RR?R RT 

3. f^TRFRR RR? tffeelRgci ?FTc!Rt ct> UlPl^el 3ff^RTft FT?T vH& *fl4 R? feffoteT ^>R ^ 

g^eT Rr Rixpt i Fft ^tr srt arspn tor st?t 3tstr ajcfto rr ft frttctPr fto etrt to 
xjft ?trctt t i * 

4. toR R l R I Rcl cf> feFJ XJR f^TRlRT toff ^t aft? to TJR ft Rto RTfPf 

% ?TRR RT PfpT ?T%5T Rif f^RJj RTRtTT I 

5. to-FR % R#Rft «ncT eft WET R^t % f^IRTRT FFR vifoelRgd 'HRcHt 3 ^ fef?ft 
ft RTRT |f # I 3TTR2RR to R? F?Tcft FfftF ?TRf§tcT RIRtefR ^ tettRPT % R^RR ft eft 

RTXnft | 

6. toR ftTRmcT eft Rf^r eft afftot^fcT R l RI^dRR cT f Rt 24 to 3FR? eft Wft I 

7. to Rtf f^ I Rmd tor 3T2IRT fto RRT RTRT tot t, eft 3|cftR ?>R ft F?R5to Rft %, 

eff f$|cbli|rlRdI Rt ftTRTRT eft RR Rllft ^ S'KII^Pd ufcl vFTeTST ewi41 Ft^ft Rt ^pRfT 3T8JR 
f-^eT ^ umr f^IRRJcf eft fcff^T ^ efpT f^tt % 3RR? ft M§^l «TT*tt Rf%^ I ?Rft ^ 

6?dttHPc f Ut% eft Rftct eft TJcftan fctFJ fto ft ftlRRRT ^R RpcTff ^ R? ^t RT^it I 

8. f^pt^IR, ^-F^T f^TRTRT Rt XJR cTRR'tcft fcRtW «t> R?T ^R Rt vRT ^RFIFF Rt 

cTR \ieeitHRl4t dlH-ti) ^t ^cT trfrT XJR ^ f^TRTRT ^5t yiRl % RP f^T 

3TR? et-'ll I 

9. [^Icb l Rcf cTR toTTF^ «ft ^eT RJR 'HHifl eft RTtf Pl^?|ep, R^-F^T eft apJJSR ff 

TffcJef tocf R?T eft RRrft f^mff ^FH ■Jl^tP l Rt Itot eTR f^t RReRTAjF toeRT ^ V $\ftfa 
Rto t 1 TfPrfcf eft tFR fFlR I ^Ief ?TR Pt^^TR, FRT ?TPtPr % Rt ^RTT »I 

R?R RT^ % XTR f^T % 3RR 3imtPlrl ^5t RTXptt I RF t^R ft cRRTet PnfR ^>ft fc^ tolTF^ 

Rt 3TeR<* f^R RFTT f 3TRTT dft I 

10. RPtfcf FRT ^ ' sR TT F^ ^t Rpf % PMr eTR f^TRTRcT aft? fto°T 

Pi^ | ct> , ?T^-FR R?T 3FR >Hp|c|, ^rFTT Ut^tPief] fcPTFT Rt 'dRiq, ^HT xftsftPteft pTRFi cf> 
3T^FtRT cT> f^rq XRgfT fefrr RRTt | 
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11. TjtRT fcTCFT g>r UFd tR <4 3PR^ 

cfv^- % fcprnnr te apjteT wft 4>Vn i 

12 . cPT^cnt ftoracT % brct ft% % wr % 3t^ ^ eft onipft i 

13. teft 3H Ml de l ete r ^f^ltcr 4, ftiw ftefa to, 5RT 3FR ^TT 

ylfllftte fcHTFT % TTM TTFRf 4R% feRTT utl^ll, 3l<R><S 4R^ % 

TT^-^T ITRT ^RRTR teFT te dc^ld vjfpft te? dupl I 

14. fiftcbldclT eRTT 4>l^4l4 % FFTet 3 Pl^¥I4>, TT^-^T t*RT *j4 •»ilM-fl a I 3PHHft 

W^\\ I 

15. P l^ l ch , TT^-^T gRT $sRll$d <4 3TcR^ ^ 4 ^4^ % *TRefT m 

$el<^ l P)fr tzifo T % WI ^ cT^IT 4>P'Rft TT^eTM^R^? 3 *J*T ftefil^ W «fTW I 7JF 
^TT ttidlft l cfl fcT*TPT TFTfrT ?rift 3fR ^FfiT M^T U^-fi 4 ^T# teft «fTW I 

16. Pl^[<f) , TT^-^T sTRT y?fe 3 ^6|^15$d ^5t 3TcR>^ 4 'tifcjfe 4t ^ 

eft HTfto 3Plft 7 cTTftS cfif> 7 <TFtef ^ f^T t eft 3T*TcTT TOf te*l) 

3TR TrRTT, Tj^HT tfRTlfteft fcfrfPT te tTRJd ^ft I 

17. Pfc^lcfc, ^£-«p[ ^iyt TT^-^T 3 ^SRTT^f 3TcR>^ <fR^ % HHefl <bT ftd>l4 3nte % 

yiflvrH 4 'flfdd, TJ^HT •i'ldlRlcft feTWT £RI Hlfad sStRlcW'fl gfRT hh! vSTT^ tR dMcl&T <fRRTT 

umpn l ttf fteterw/arrte tenft an^iR *r eft «tt Tr^eft t l 

18. 3imRiwHch wiM eft tereT^r te 3 Tcr>^ 4 teiR gRT «h te 

A wirm efRT^ vip^ft ate ^rfcP? te^ ^ft %fcP[ y^iRd d# ten 

v»n^rr I 


[ 4 . 7( 1 )/2003-^4t] 
ter. FT^teTRTWT, 3PR 7?te 

MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY 
(Department of Information Technology) 

ORDER 

New Delhi, the 7th July, 2003 
Subject: Procedure for Blocking of Websites 

G.S.R. 529(E).—As per the Gazette Notification (Extraordinary) No. G.S.R. 181(E) dated 27th 
February, 2003, published in Part-II, Section-3, Sub-section (i), Indian Computer Emergency Response Team 
(CERT-In) has been designated as the single authority for issuing of instructions in the context of blocking 
of websites. CERT-In has to instruct the Department of Telecommunications to block the website after, 


(i) verifying the authenticity of the complaint 

(ii) satisfying that action of blocking of website is absolutely essential 



[ MPT n—^3P*g3(i)] 


*TOr^TTPJm : 4W1MK 0I 


5 


II. The blocking of website may be the need of several agencies engaged in different 
walks of public and administrative lives due to a variety of reasons. Explicit provision 
for blocking of the website in the IT Act 2000 is available only in Section 67, relating to 
pornographic content on the website. In addition. Section 69 empowers the Controller of 
Certifying Authorities to intercept any information transmitted through any computer 
resource in relation only to the following five purposes: 

(i) Interest of the sovereignty or integrity of India 

(ii) The security of the State 

(iii) Friendly relations with foreign States, or 

(iv) Public order, or 

(v) For preventing incitement to the commission of any cognizable offence. 

III. As already noted there is no explicit provision in the IT Act 2000 for blocking of 
websites. In fact, blocking is taken to amount to censorship. Such blocking can be 
challenged if it amounts to restriction of freedom of speech and expression. But websites 
promoting hate content, slander or defamation of others, promoting gambling, promoting 
racism, violence and terrorism and other such material, in addition to promoting 
pornography, including child pornography, and violent sex can reasonably be blocked 
since all such websites may not claim constitutional right of free speech. Blocking of 
such websites may be equated to “balanced flow of information” and not censorship. 

IV. The websites promoting the above mentioned types of content, not covered under 
the Freedom of Speech may need to be blocked under the inherent powers of the 
Government, “to the extent of executive authority read with legal powers vested in 
Central Government and Controller under various provision of various laws’*. 

V. The detailed procedure for submitting a complaint to the Director, CERT-In for 
blocking of a website shall be as follows: 

1. The following officers listed in Para 2 of the Gazette Notification can submit the 
complaint to the Director, CERT-In: 

(i) Secretary, National Security Council Secretariat (NSCS) 

(ii) Secretary, Ministry of Home Affairs, Government of India 

(iii) Foreign Secretary in the Department of External Affairs or a 
representative not below the rank of Joint Secretary 

(iv) Secretaries, Department of Home Affairs of each of the States and of the 
Union Territories 

(v) Central Bureau of Investigation (CBI), Intelligence Bureau (IB), Director 
General of Police of all the States and such other enforcement agencies 

(vi) Secretaries or Heads of all the Information Technology Department of all 
the States and Union Territories not below the rank of Joint Secretary of 
Central Government 

(vii) Chairman of the National Human Rights Commission or Minorities 
Commission or Scheduled Castes or Scheduled Tribes Commission or 
National Women Commission 
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(viii) The directive of the Courts 

(ix) Any others as may be specified by the Government 

2. The complaint shall contain the following: 

(i) Name of the complainant with address, telephone number, fax number, 
and email. 

(ii) The address of the offending website. 

(iii) The name of the organization with address, if known, which is 
promoting/hosting the website. 

(iv) Specific reasons for requesting blocking of website. This may be from 
any of the following : 

Promoting hate content, slander or defamation of others, promoting 
gambling, promoting racism, violence and terrorism and other such 
material, promoting pornography, including child pornography and violent 

sex. 

(v) Any other reasons may be specified by the complainant. 

(vi) Segment of population or the audience that is adversely affected by the 
offending website. 

3. The complaint may be submitted in writing by an authorized officer of the above- 
named organization on the letter head. This can be sent either by mail or by fax or by 
email digitally signed. 

4. Each complaint shall be assigned a complaint number and recorded in a register 
alongwith the time and date of the receipt. 

5. CERT-ln staff shall verify that the complainant belongs to one of the 
organizations that have been listed above. If needed, this will be verified telephonically 
from the concerned office. 

6. Each complaint shall be acknowledged to the complainant within 24 hours of its 
receipt. 

7. In the case of complaints received by fax and email which is not digitally signed, 
the complainant shall be required to provide an ink-signed copy of the complaint so as to 
reach CERT-ln within 3 days of the receipt of the complaint by fax or e-mail. The 
processing of the complaint shall begin without waiting for the receipt of the ink-signed 
copy. 

8. Director, CERT-ln will assign the complaint to a technical expert to view the said 
website and print the offending content as a sample within a day of the receipt of the 
complaint. 

9. The complaint alongwith the printed sample content of the website shall be 
examined by a duly constituted committee under the chairmanship of Director, CERT-ln 
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with representatives of DIT and Law Ministry/Home Ministry. The committee will meet 
within a day of the complaint and the content being notified by Director, CERT-In to the 
members of the Committee. It will meet and take on the spot decision on whether the 
website is to be blocked or not. 

10. The decision on blocking of the website by the Committee alongwith the 
complaint and details thereof shall be submitted by Director, CERT-ln to the Additional 
Secretary, DIT for the approval of the Secretary, DIT. 

11. On receipt of the approval from DIT, Director, CERT-In will issue instructions to 
DOT for blocking of website. 

12. The entire exercise shall be completed within seven working days of the receipt of 
a complaint. 

13. In case of an emergency situation, to be decided by Director, CERT-In in 
consultation with the Additional Secretary, DIT, instructions for blocking of website will 
be immediately issued by Director, CERT-In to DOT. 

14. Strict confidentiality shall be maintained by CERT-In regarding all the complaints 
as also their processing. 

15. The Director, CERT-In shall maintain complete record, in electronic database as 
also in paper files/registers, of the cases of blocking of website processed. This database 
shall be the property of the DIT and shall not be used for any commercial purpose. 

16. The Director, CERT-In shall submit a monthly report of the cases of blocking of 
^tif we ^ 5S ^ e processed in each month, by 7 th of the next month, (or the next working day if 
7 th happens to be a holiday) to the Additional Secretary, DIT. 

17. The Director CERT-In shall arrange to make available, the record of the cases of 
blocking of the website processed by CERT-In, as and when required for audit by an 
officer designated by Secretary, DIT for this purpose. This inspection/audit may be 
undertaken on a quarterly basis. 

18. The service for blocking of the website containing offending material is to be 
provided by CERT-In in public interest and hence no fees shall be charged for providing 
this service. 

[No. 7(l)/2003-EC] 

S. LAKSHMINARAYANAN, Addl. Secy. 
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